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Chapter 8
Computers, Law,                    

and Ethics
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Introduction

• The use of computers raises a number of 
important issues
– How to create laws to address computer crimes
– How computer technology should be used ethically

• Legal issues
– In e-commerce and intellectual property law
– Surrounding objectionable content, online gambling, 

cyberlibel, and cyberstalking
• Ethical issues

– In schoolwork, professions, and personal life
– Surrounding the use of intellectual property 
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Law Versus Ethics

• The law is a consistent set of rules that are widely 
published, generally accepted, and usually enforced

• Ethics are the standards that help guide your behavior, 
actions, and choices

• Ethical values and legal principles are closely related 
because many laws mandate ethical conduct
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While law and ethics are often intertwined, the two are not interchangeable
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Computers and the Law

• The laws surrounding cybercrime are providing 
for stronger punishments in the hopes of 
deterring future crime

• Cyberlaw seeks to address legal and regulatory 
issues relating to the Internet and the World 
Wide Web
– Some computer crimes are newer versions of long-

established crimes
• Theft, fraud, vandalism, harassment, child pornography, and 

copyright infringement
– Technology is also enabling entirely new types of 

crime
• Cyberstalking, copyright issues on file-sharing networks
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E-Commerce Laws

• Electronic Signatures in Global and National Commerce 
Act (E-Sign)
– Specifies that a digital signature has the same legal weight as a 

signature on paper in the United States
– A digital signature is an encrypted code that is attached to an 

electronic message, document, or file to verify the identity of the 
sender

• The code consists of the user’s name and a hash, which is a 
formula that generates a code from the message contents

• Federal Trade Commission Act
– States that advertising in any medium in the United States must 

be truthful and not mislead consumers
– The FTC also holds Web site designers and ad agencies 

responsible for reviewing advertisements 
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Digital signatures

8

Intellectual Property

• Intellectual property (IP) refers to unique and original 
works such as ideas, inventions, writings, art, processes, 
company and product names, and logos

• Copyright infringement 
– Copyright law gives the public fair use of copyrighted material
– The Copyright Act gives copyright holders the exclusive right to

reproduce their works for a limited time period
– The Digital Millennium Copyright Act (DMCA)  protects copyright 

owners by
• Making it a crime to circumvent antipiracy measures
• Outlawing code-cracking devices
• Providing exemptions for nonprofit libraries, archives, and 

educational institutions  
• Giving safe harbor to online service providers
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Four factors to determine whether a use of copyrighted material in a 
particular case is fair use (Section 107 of copyright law)
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Intellectual Property, cont.

• Software Piracy
– Software manufacturers issue license agreements to 

protect themselves from software piracy
– An end-user license agreement permits users to

• Install the computer on one computer (or one desktop and 
one laptop)

• Make a copy as a backup
• Give or sell the software if the software is removed from the 

user’s computer first
– The No Electronic Theft (NET) Act amends existing 

copyright law by
• Allowing prosecution even without a profit motive
• Clarifying that reproduction can be electronic or physical
• Increasing the penalties for copyright infringement
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Google’s policy on copyright infringement under the DMCA
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End-user license agreement 
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Some newer copyright and piracy laws
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Objectionable Content

• Can include obscene content, racist literature, materials 
containing violence, and objectionable language

• Courts have overturned many laws that attempt to 
legislate this area
– Stated that the government has no right to limit free speech if 

less restrictive means – such as filtering – are available

• Children’s Internet Protection Act and Neighborhood 
Children’s Internet Protection Act (2000)
– Any school or library receiving federal funding for Internet access 

must have filtering software on computers with Internet access
– Raises concerns because Internet filtering software suffers from

underblocking in some instances and overblocking in others 
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Online Gambling

• The Internet Gambling Prohibition Act makes it illegal to 
gamble via the Internet or any other interactive computer 
service in the United States
– The law attempts to reduce the potential problems caused by the 

ease and anonymity of online gambling

• Americans illegally gamble on numerous Web sites 
managed from locations outside of the United States

• The U.S. Government is reviewing legislation to cut off 
American access by prohibiting banks, credit cards, and 
other payment systems from making payments to 
gambling sites
– Visa, MasterCard, and PayPal already refuse to process betting 

transactions  
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Online gambling site
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Cyberlibel

• Defamation involves making a false statement 
that harms someone else’s reputation
– Can include libel, the publishing of a falsehood that 

harms someone
• The Internet allows individuals to share 

information instantly and inexpensively
• The anonymity of the Internet makes users less 

inhibited about publishing messages
– Anyone with Internet access can be a publisher, and 

can be sued as a publisher  
• Cyberlibel is still a new aspect of cyberlaw

– No clear precedents have been set
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Cyberstalking

• The use of the Internet, e-mail or other electronic 
communications devices to stalk another person

• Cyberstalking moves from cyberspace to the 
real world with tragic consequences

• Cyberstalkers locate their victims in chat rooms, 
bulletin boards, or newsgroups
– They then send threatening e-mail messages, often 

timed to be sent while they are away from the 
computer

• Although antistalking laws exist, it is difficult to 
identify, locate, and arrest offenders
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How to avoid cyberstalking (from divorce.com)
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Computers and Ethics

• Rapid changes in technology leave gray areas in 
which behavior is not defined by law
– Individuals must rely on ethics to guide decisions

• Computer ethics define how to use computers
• Ethical concerns involve businesses, computer 

professionals, and individuals
• Intellectual property is a major ethical concern in 

technology
• Hacktivism has also become an ethical issue

– A type of electronic protest by hackers
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Ethical Decision Making

• There are several ethical viewpoints
– The golden rule

• Treat others as you would have them treat you
– Universal law

• If an action is not right for everyone to take, the it is not right for 
anyone to take

– The greatest good/least harm
• When choosing between two actions, select the one that achieves 

the greatest good for the greatest number and causes the least 
harm

– The slippery slope rule
• An action that brings about small but acceptable change should not 

be taken because it might lead to an unacceptable change if taken 
repeatedly

– What is not yours is not yours
• Assume tangible and intangible objects belong to someone unless 

specifically stated otherwise
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Ethical Decision Making, cont.

• Decide on a course of action by
– Getting the facts
– Thinking before you act
– Considering who might be affected
– Considering your actions and who might be involved
– Testing your decision by asking questions

• After deciding on a course of action, 
communicate your decision and rationale to 
those it might impact

• Evaluate your decision at a later time
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Code of Ethics

• A code of ethics is a set of written guidelines that 
outlines the obligations and responsibilities that 
individuals have to their employers, school, public, or 
society as a whole

• Computer professionals have a unique set of ethical 
guidelines
– Responsible to society for the technology that controls cars, 

airplanes, medical equipment, weather systems, etc.
• Many of the professional organizations in the computer 

and information technology field have codes of 
professional conduct

• Some companies and schools require employees and 
students to read and sign a code of ethics 
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Excerpts from the Association for Computing Machinery (ACM) 
Code of Ethics and Professional Conduct 
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The Ten Commandments of Computer Ethics as 
promoted by the Computer Ethics Institute 
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Ethics in Business

• Business ethics are the standards that drive a 
company’s decisions, policies, and actions 

• Advertising and marketing
– Is it ethical to mix advertisement links in with search results?
– Should advertising images be added to live broadcasts?

• Digital manipulation
– Should images and photographs be modified to create more 

compelling or controversial images?
– Is digital retouching acceptable as long as the editing does not

significantly change the content?
• Protecting customer data

– Should companies sell customer data to third parties?
– Is it ethical for businesses to automatically register consumers

for services, and then require them to opt out if desired?
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News Web sites return search results                            
with advertising links along with news stories
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Digital manipulation
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Ethical Use of Intellectual Property

• Music, movie, and software piracy
– Although copyright laws concerning music, movies, 

and software are clear, many do not believe piracy is 
any way unethical 

– Committing piracy over the Internet is fast and easy
– Many mistakenly believe that piracy is a victimless 

crime
• Affects jobs of artist, producers; profits may even be 

channeled into organized crime  
– Shareware is copyrighted software that is distributed 

free for a trial period
• Relies on the honor system for payment beyond the trial 

period
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Where the money goes for each downloaded digital file, 
assuming a dollar per song 



9

33

Ethical Use of Intellectual Property, 
cont.
• Plagiarism

– The act of using the ideas or writings of another 
individual without clearly acknowledging the source of 
that information

– Plagiarism is a violation of copyright law
– Because so many works are available electronically 

on the Internet, it is easier than ever to plagiarize 
content

– Students can buy entire term papers online
– Teachers can submit questionable student papers to 

Web sites to determine how original the content is
– To avoid plagiarism, include citations to identify 

content from another course
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The MLA style for citations
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Conclusion

• Law and ethics are related, but have unique 
characteristics

• Laws related to computers include
– E-commerce laws
– Intellectual property laws
– Internet content and online gambling
– Cyberlibel and cyberstalking

• Ethical concerns include
– Advertising
– Digital manipulation
– Protection of customer data
– Intellectual property 


